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(54) Technique for correcting single-bit errors and detecting paired double-bit errors 

(57) A technique to detect and correct single bit 
errors and to detect paired bit errors in a data block. Two 
bits of the data block are paired and transferred on the 
same data path in different cycles. Check bits are com- 
puted prior to transferring the data block. A syndrome 
bits vector is computed when the data block is received. 
The syndrome bits vector includes a number of syn- 
drome bits that is identical to the number of check bits. 
A value of the syndrome bits vector is used to detect 
and correct single bit errors and to detect paired double 
bit errors that occur in the data block without using an 
extended check bit. If the syndrome bits vector contains 
all zero bits, the data block is accepted without modifica- 
tion. If the syndrome bits vector is identical to a prede- 
termined special vector V, a paired double bit error has 
occurred and either an unrecoverable error message is 
generated or a re-operation on the data block is 
requested. If the syndrome bits vector is not identical to 
V but contains bits that correspond to one of a plurality 
of assignment vectors, a single bit error is detected and . 
corrected. Each of the assignment vectors corresponds 
to one of the bits in the data block and indicates what 
syndrome bits the corresponding bit in the data block is 
contributing to. 
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Description 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 5 

[0001] This invention relates to error correction and 
detection and, more particularly, to systems that employ 
error codes to detect and correct bit errors. 

2. Description of the Relevant Art 

[0002] Error codes are commonly used in electronic 
systems to detect and correct data errors, such as 
transmission errors or storage errors. For example, 
error codes may be used to detect and correct errors of 
data transmitted via a telephone line, a radio transmit- 
ter, or a compact disc laser. Error codes may addition- 
ally be used to detect and correct errors of data stored 
in the memory of computer systems. One common use 
of error codes is to detect and correct errors of data 
transmitted on a data bus of a computer system. For 
example, error correction bits, or check bits, may be 
generated for data prior to transferring the data on a 
data bus. When the data are received, the check bits 
may be used to detect and correct errors within the 
data. Errors may be introduced either due to faulty com- 
ponents or noise within the computer system. Faulty 
components may include faulty memory devices, faulty 
bus interlace units, or faulty data paths between devices 
within a system, such as faulty pins, faulty data traces, 
or faulty wires. 

[0003] Hamming codes are a commonly used type of 
error code. The check bits in a Hamming code are parity 
bits for portions of the data bits. Each check bit provides 
the parity for a unique subset of the data bits. If an error 
occurs, i.e. one or more bits change state, one or more 
of the check bits will change state (assuming the error is 
within the class of errors covered by the code). Informa- 
tion regarding the particular check bits that change 40 
state may also be used to determine which data bit 
changes state, and to correct the error. For example, if 
one data bit changes state, this data bit will modify one 
or more check bits. Because each data bit contributes to 
a unique group of check bits, the check bits that are 45 
modified will identify the data bit that changed state. The 
error may be corrected by inverting the bit identified to 
be erroneous. 

[0004] One common use of Hamming codes is to cor- 
rect single bit errors within a group of data. Generally so 
speaking, the number of check bits must be large 
enough such that 2 k1 is greater than or equal to n, 
where k is the number of check bits and n is the number 
of data bits plus the number of check bits. Accordingly, 
seven check bits are required to implement a single ss 
error correcting Hamming code for 64 data bits. A single 
error correcting Hamming code is capable of detecting 
and correcting a single error. 



[0005] In a single error correcting Hamming code, a 
set of syndrome bits is generated upon receipt of data. 
The syndrome bits are used to detect a single bit error. 
The syndrome bits further identify the position of the 
error, and thus can be used to correct the single bit error 
by inverting a value in the identified position. However, 
single bit error correcting Hamming codes fail to detect 
two bits errors which may occur during the transfer of 
data. Further, multiple bit errors may erroneously 
appear as a single bit error and may cause an incorrect 
identification of a position of the erroneous bit. There- 
fore, a bit that is not erroneous may be inverted. In the 
latter situation, the error correction procedure creates 
more errors and may erroneously indicate that the data 
is correct. 

[0006] The error detection capability of the code may 
be increased by adding an additional check bit. The use 
of an additional check bit allows the Hamming code to 
detect two single bit errors and to detect and correct sin- 
gle bit errors. The addition of a bit to increase the error 
detection capabilities of a Hamming code is referred to 
as an extended Hamming code. The extended check bit 
is regenerated when the syndrome bits are generated. 
The regenerated extended check bit is compared to the 
original extended parity bit. If one or more syndrome 
bits are asserted and the regenerated extended parity 
bit is different than the original extended check bit, a sin- 
gle bit error has occurred and is corrected. Alternatively, 
if one or more syndrome bits are asserted and the 
regenerated extended parity bit is the same as the orig- 
inal extended check bit two bit errors are detected and 
no correction is performed. In the later case, an uncor- 
rectable error may be reported to a bus interface unit or 
other component within the computer system. It is noted 
that more than two bit errors in a logical group is not 
within the class of errors addressed by the error correc- 
tion code. Accordingly, three or more errors may go 
undetected or the error correction code may interpret 
the errors as a single bit error and invert a data bit that 
was not erroneous. 

[0007] It is a common design goal in computer sys- 
tems to reduce the number of check bits used to detect 
and correct errors. The check bits increase the amount 
of data handled by the system, which may increase the 
circuitry and data paths required for transferring the 
data. Further, the increased number of bits increases 
the probability of an error. Although the check bits may 
make an error detectable and/or correctable, increasing 
the number of bits within the system increases the prob- 
ability of an error occurring. For at least these reasons, 
it is desirable to decrease the number of check bits for a 
given level of error detection and/or correction. 

SUMMARY OF THE INVENTION 

[0008] Particular and preferred aspects of the inven- 
tion are set out in the accompanying independent and 
dependent claims. Features of the dependent claims 
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may be combined with those of the independent claims 
as appropriate and in combinations other than those 
explicitly set out in the claims. 

[0009] The problems outlined above are in large part 
solved by a technique for correcting single bit errors and s 
detecting paired double bit errors in accordance with the 
present invention. In one embodiment of the present 
invention, a data block containing both data bits and 
check bits is transferred on a data bus. The data bus 
includes a plurality of wires, or signal paths. Paired bits 10 
of the data block are transferred on each of the wires 
(the same wire) of the data bus during different bus 
cycles. Check bits are assigned to the data block to 
detect errors that may occur during the transfer of the 
data block. Each check bit is calculated from a respec- is 
tive subset of data bits in the data block. 
[001 0] When the data block is received, syndrome bits 
are calculated. A syndrome bit is calculated using a cor- 
responding check bit and a selected subset of data bits 
that is assigned to that check bit. The plurality of syn- 20 
drome bits forms a syndrome bits vector. The number of 
syndrome bits in the syndrome bits vector is identical to 
the number of check bits. Thus, each syndrome bit in 
the syndrome bits vector corresponds to one of the 
check bits. 25 
[001 1 ] Upon the generation of the syndrome bits vec- 
tor, if the syndrome bits vector has all zero bits, no error 
(within the class of errors covered by the error code) is 
detected and the data is provided to the receiving sys- 
tem without correction. If at least one syndrome bit in 30 
the syndrome bits vector is asserted and the syndrome 
bits vector is not identical to a special vector V, a single 
bit error is detected. The syndrome bits may be used to 
locate the bit position of an erroneous bit and the error 
may be corrected by inverting the bit in that bit position. 35 
If the syndrome bits vector is identical to the special vec- 
tor V, a paired double bit error is detected and either an 
uncorrectable error is reported or a signal is generated 
to re-operate on the data block. Accordingly, the pres- 
ence of two bit errors transferred on the same wire, or 40 
data path, may be detected without the need for an 
additional check bit. 

[001 2] The special vector V includes a number of bits 
that is equal to the number of check bits. At least two of 
the bits of V must have a value of one (binary one). Gen- 45 
erally speaking, the computation of the syndrome bits 
may be represented with a syndrome bits assignment 
table. The syndrome bits assignment table contains a 
number of columns that is equal to the number of bits in 
the data block, and a number of rows that is equal to the so 
number of check bits in the data block. Each column in 
the syndrome bits assignment table represents an 
assignment vector that corresponds to a bit position in 
the data block and indicates which syndrome bits the 
value in that bit position is contributing to. 55 
[0013] Assignment vectors represented within the 
syndrome bits assignment table have the following 
attributes: (1) each assignment vector that corresponds 
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to a particular check bit position in the data block has 
only a single bit asserted (i.e. a single "1") correspond- 
ing to the syndrome bit associated with tat particular 
check bit (2) each assignment vector that corresponds 
to a data bit position in the data block has at least two 
bits asserted (i.e. two "1s"), (3) none of the assignment 
vectors can be identical to the special vector V, (4) each 
assignment vector that corresponds to a data bit posi- 
tion in the data block is unique; and (5) the XOR of any 
two assignment vectors that correspond to paired bit 
positions (i.e. two bits that are transferred by the same 
wire) in the data block result in the special vector V. 
[0014] Broadly speaking, the invention contemplates 
a system for detecting and correcting errors in a data 
block The data block includes data bits and check bits. 
The system comprises: a transmitter configured to gen- 
erate the check bits and to transfer the data block, a bus 
coupled to the transmitter that includes a plurality of 
data paths for conveying the data block such that paired 
bits of the data block are conveyed on each of data 
paths, and a receiver coupled to the bus and configured 
to receive the data block and to generate a syndrome 
vector. The syndrome vector includes a plurality of syn- 
drome bits and is used to detect and correct single bit 
errors and to detect paired double bits errors in the data 
block. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[001 5] Other objects and advantages of the invention 
will become apparent upon reading the following 
detailed description and upon reference to the accom- 
panying drawings in which: 

Figure 1 is a block diagram of a data bus that 
includes error correction units capable of detecting 
and correcting single bit errors and detecting paired 
double bit errors according to one embodiment of 
the present invention; 

Figure 2 is an illustration of a check bits assignment 
table for an error correction unit that detects/cor- 
rects single bit errors and detects paired double bit 
errors according to one embodiment of the present 
invention; 

Figure 3 is an illustration of a syndrome bits assign- 
ment for an error correction unit that detects/cor- 
rects single bit errors and detects paired double bit 
errors according to one embodiment of the present 
invention; 

Figure 4 is an illustration of the syndrome bits 
assignment table of Figure 3 according to one 
embodiment of the present invention; 

Figure 5 is an illustration if the check bits assign- 
ment table of Figure 2 according to one embodi- 
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ment of the present invention; 

Figure 6 is a block diagram of a memory system 
including error correction units capable of detecting 
and correcting single bit errors and detecting paired 
double bit errors according to one embodiment of 
the present invention; and 

Figure 7 is a block diagram of a computer system 
including error correction units capable of detecting 
and correcting single bit errors and detecting paired 
double bit errors according to one embodiment of 
the present invention. 

[0016] While the invention is susceptible to various 
modifications and alternative forms, specific embodi- 
ments thereof are shown by way of example in the draw- 
ings and will herein be described in detail. It should be 
understood, however, that the drawings and detailed 
description thereto are not intended to limit the invention 
to the particular form disclosed, but on the contrary, the 
intention is to cover all modifications, equivalents and 
alternatives falling within the scope of the present inven- 
tion. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[001 7] Turning now to Figures 1 -3, an embodiment of 
a system to detect and correct single bit errors and to 
detect paired double bit errors is shown. In Figure 1 , a 
block diagram of a data bus system that includes error 
correction units capable of detecting and correcting sin- 
gle bit errors and paired double bit errors according to 
one embodiment of the present invention is shown. The 
data bus system includes bus interface unit 102, data 
paths 106A-106S, and bus interface unit 108. It is noted 
that components identified by a reference number fol- 
lowed by a letter may be collectively referred to by the 
reference number alone. For example, data paths 106A- 
106S may be collectively referred to as data paths 106. 
Bus interface unit 102 includes error correction unit 104. 
and bus interface unit 108 includes error correction unit 
110. 

[001 8] Generally speaking, bus interface unit 1 02 pro- 
vides data bits to error correction unit 1 04. Error correc- 
tion unit 1 04 generates a plurality of check bits to enable 
the detection and correction of single bit errors and the 
detection of paired double bit errors. Error correction 
unit 104 provides the data block, which includes the 
data bits and check bits, to data paths 106. Data paths 
106 may be wires, data traces, or other components 
that transfer data in electronic systems. The data block 
is received by error correction unit 110. Error correction 
unit 1 10 uses the check bits to verify the accuracy of the 
data bits. If a correctable error is detected, the errone- 
ous bit is located and inverted, and the data provided to 
bus interface 108. Alternatively, if an uncorrectable error 



is detected, an uncorrectable error signal is asserted or 
a signal is generated to initiate a re-operation on the 
data block. The bus interface unit may report an uncor- 
rectable error to another component in the system or 

s may request the transfer of the data again. Data may be 
transferred in a similar manner from bus interface 108 to 
bus interface 102. Although the present invention is dis- 
cussed in relation to transferring data on a data bus, 
other systems that employ error codes are contem- 

10 plated. For example, an error code in accordance with 
the present invention may be implemented in a compu- 
ter memory system. Check bits may be generated prior 
to storing a data block and regenerated when the data 
block is read from memory. 

15 [0019] In the illustrated embodiment, error correction 
unit 104 receives 32 data bits from bus interface 102. 
Error correction unit 104 generates six check bits for the 
32 data bits. Accordingly, a 38-bit data block is trans- 
ferred to bus interface 108. Each of the check bits is 

20 generated in accordance with a particular assignment 
of data bits to that check bit. A unique subset of data bits 
is assigned to compute each check bit. 
[0020] A check bits assignment table such as that of 
Figure 2 may be used to illustrate the assignment of the 

25 data bits to the check bits. The bit positions of the 38 
bits of the data block are denoted B[0:37]. As mentioned 
above, the data block contains six check bits (C[0:5]) 
and 32 data bits (D[0:31]). The second row of the check 
bits assignment table in Figure 2 shows the content of 

30 positions B[0:37] in the data block. For example, bit 
position zero (B[0]) contains the value of check bit 0 
(C[0]), bit position 10 (B[10J) contains the value of data 
bit 6 (D[6]), and bit position 31 (B[31]) contains the value 
of data bit 25 (D[25J), and so on. The remaining rows of 

35 the table identify the data bits which are used to gener- 
ate each corresponding check bit. The "1s" in the col- 
umn positions of the table indicate that the value in the 
corresponding bit position is assigned to calculate the 
corresponding check bit. For example, the values in 

40 D[14:31] are used to compute check bit C[5]. The "Os" in 
the column positions indicate that the value in the corre- 
sponding position is not used to compute the corre- 
sponding check bit Therefore, each row in Figure 2 
corresponds to a check bit and contains a unique non- 
45 empty subset of data bits that are assigned to compute 
that check bit. In one embodiment, the check bits are 
computed by the XOR (exclusive-OR) of the data bits in 
the subsets assigned to the check bits. If the data is to 
be moved from bus interface 102 to bus interface 108, 

so the check bits are computed in error correction unit 1 04. 
Alternatively, if the data is to be transferred from bus 
interface 108 to bus interface 102, the check bits are 
computed in error correction unit 110. 
[0021] In the illustrated embodiment of Figure 1.19 

55 data paths (106A-106S) that connect bus interface 102 
to bus interface 108 are shown. Therefore, two bits of 
the data block are transferred on each data path. In this 
embodiment, 19 bits (B[0:18]) of the 38-bit data block 
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(B[0:37]) are transferred on wires 106A-106S in a first 
cycle. The remaining 19 bits B[19:37] are transferred on 
wires 106A-106S on the next cycle. In this particular 
embodiment, each wire transfers bit B(x) and B(37-x). In 
other words, bits B[0] and B[37] are transferred on the 
same data path and paired for the purposes of error 
detection. Likewise, bits B[1] and B[36] are transferred 
on the same data path and paired for error correction 
purposes, etc. The six check bits, C[0:5], are used to 
detect and correct single bit errors and to detect paired 
two bit errors within the data block. For example, the 
pairs of bits transferred on the same data paths may be 
defined as pairs for the purpose of error detection and 
correction. It is advantageous to detect errors that occur 
on the same data path so that a data path failure cannot 
introduce an undetectable error into the data block. 
[0022] In one embodiment, the six check bits of the 
data block implement a single error correcting Hamming 
code. As discussed above, single error correcting Ham- 
ming codes may be extended to detect two bit errors by 
adding an additional check bit. In this embodiment, 
however, paired two bit errors are advantageously 
detected without increasing the number of check bits 
required for a single error correcting Hamming code. 
Generally speaking, each data block is assigned a 
unique set of check bits that are transferred when the 
data block is transferred. When the data block is 
received, a corresponding set of syndrome bits is calcu- 
lated and used to detect and correct single bit errors 
and to detect paired double bit errors tat may occur dur- 
ing the transfer of the data block. 
[0023] The computation of the syndrome bits may be 
illustrated using a syndrome bits assignment table such 
as that illustrated in Figure 3. The syndrome bits assign- 
ment table indicates which bits of the data block (includ- 
ing both data bits and check bits) are contributing to the 
generation of each of the syndrome bits. In one embod- 
iment each syndrome bit is computed by XORing a sub- 
set of the transferred data bits along with a 
corresponding check bit. For example, syndrome bit 
S[5] is computed by an XOR operation of the values of 
the data bits D[1 4:31] and the value of check bit C[5] (or, 
equivalents the XOR of B[19:37]). If the data is to be 
transferred from bus interface 102 to bus interface 108, 
the syndrome bits are computed in error correction unit 
110. Alternatively, if the data is to be transferred from 
bus interface 108 to bus interface 102, the syndrome 
bits are computed in error correction unit 104. The spe- 
cific manner in which bits of the data block are assigned 
for generating the syndrome bits (as exemplified by Fig- 
ure 3) will be discussed in detail below. 
[0024] The syndrome bits computed by the error cor- 
rection unit 104 or 1 10 that receives the data block form 
a syndrome bits vector S[5:0]. A value of the syndrome 
bits vector may be used to detect and correct single bit 
errors and to detect paired double bit errors in the trans- 
ferred data block. If all syndrome bits (S[0:5]) have a 
value of zero, i.e., the syndrome bits vector is 000000, 



no errors within the class of errors covered by the code 
are present and the data is accepted without correction. 
If, on the other hand, the computed syndrome bits result 
in a vector equaling a special vector "V", a paired double 

5 bit error is detected. This may result in the system gen- 
erating an error message or in a request for a re-opera- 
tion to be performed upon the data block. For the 
embodiment illustrated by the syndrome bits assign- 
ment table of Figure 3, the special vector V is "11 1 11 1 \ 

w Details regarding this special vector V will be provided 
further below. 

[0025] Finally, if the computed syndrome bits result in 
a syndrome bits vector which is neither all zero and 
which is not equal to the special vector V, a single error 

is may have occurred and the value of the syndrome bits 
vector indicates the position of the erroneous bit In this 
case, if the resulting syndrome bits vector corresponds 
to one of the columns in Figure 3 (which also corre- 
sponds to a bit position), this column identifies the posi- 

20 tion of the erroneous bit, and the erroneous bit may be 
inverted to correct the error. For example, if the syn- 
drome bits S[5:0] are "001 101 w , the syndrome bits vec- 
tor corresponds to bit position B[12] in Figure 3 
containing D[8]. Thus, D[8] is the erroneous bit. This 

25 erroneous bit may be corrected by inverting the value in 
that position. It should be noted that if the syndrome bits 
vector in this case (i.e., it is neither all zero and it does 
not equal the special vector V) does not correspond with 
one of the columns in Figure 3, the system may be con- 

30 figured such that an unrecoverable error message is 
generated or a reoperation on the data block is 
requested. 

[0026] As illustrated in the discussion above, the par- 
ticular check bits to which each data bit contributes may 

35 be represented by a check bits assignment table. Simi- 
larly, the particular syndrome bits to which each bit of 
the data block contributes may be represented by a syn- 
drome bits assignment table. The characteristics of 
these assignments will be next considered (with the aid 

40 of Figures 4 and 5) in addition to their relationship to the 
special vector V. 

[0027] Turning now to Figures 4 and 5, additional illus- 
trations of the syndrome bits assignment table and the 
check bits assignment table discussed previously are 

45 shown. As stated before, the number of check bits 
heeded for the data block is determined based on the 
number of data bits. The bits of the data block are 
assigned into pairs, where each pair is to be transferred 
by an individual data path of the system. For the illus- 

so trated example, the bits of the 38-bit data block are 
assigned into 19 pairs, and each pair is transmitted by 
an individual wire of the 19-wires data bus during two 
cycles. 

[0028] During the design of the system, a special vec- 
55 tor V may first be reserved. The special vector V is 
selected to include a number of bits that is equal to the 
number of check bits to be transmitted in the data block. 
V is also selected such that at least two bits have a 
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binary value of T. For example, in the case of 38-bit 
data block, V may be any vector of six bits that includes 
at least two 1s, such as [010101], [100001], [01 1101], or 
[111111]. In the particular example discussed herein, 
the special vector V is [1 1 1 1 1 1]. 5 
[0029] To better facilitate the discussion, the syn- 
drome bits assignment table is referred to as including a 
number of "assignment" vectors 540. each correspond- 
ing to a column for a particular bit position in the data 
block (both data bits and check bits). Thus, for this spe- 10 
crfic example, the syndrome bits assignment table has 
38 assignment vectors. For example, assignment vector 
552 corresponds to bit position 25 in the data block 
(which contains the value of data bit D19). Similarly, 
assignment vector 564 corresponds to bit position 1 in is 
the data block (which contains the value of check bit 
C1). 

[0030] Each assignment vector depicts the particular 
syndrome bits to which the corresponding bit of the data 
block contributes. For example, the assignment vector 20 
552 indicates that the value contained in position 25 of 
the data block is included in the computations of syn- 
drome bits S[5], S[4], and S[1]. The assignment vector 
558 indicates that the value in the bit position 36 is used 
in the computation of all syndromes bits 530 except 25 
S[1], and so on. 

[0031] Generally speaking, the assignment vectors 
represented by the syndrome bits assignment table 
have the following attributes: 

30 

(1) Each assignment vector that corresponds to a 
particular check bit position in the data block has 
only a single bit asserted (i.e. a single "1 ") at a posi- 
tion in the vector that corresponds to the syndrome 

bit associated with that particular check bit. For 35 
example, assignment vector 562 (corresponding to 
the bit position for the check bit CO) has only one 
asserted bit at a position in the vector that corre- 
sponds to the syndrome bit S[0]. Similarly, assign- 
ment vector 564 corresponding to check bit C1 has 40 
only one asserted bit that corresponds to syndrome 
bit S[1], and so on. 

(2) Each assignment vector that corresponds to a 
data bit position in the data block has at least two 45 
bits asserted (i.e. two "I"). For example, assign- 
ment vector 552, [1 10010]. has three bits asserted. 

(3) None of the assignment vectors can be identical 

to the special vector V. In the particular embodiment so 
of Figure 4, the special vector V is [1 1 1 1 1 1]. There- 
fore none of the assignment vectors 540 as illus- 
trated in Figure 4 has all bits asserted. 

(4) Each assignment vector 540 that corresponds 55 
to a data bit position in the data block is unique. 

(5) The XOR of any two assignment vectors 540 



that correspond to paired bit positions (i.e. two bits 
that are transferred by the same wire) in the data 
block result in the special vector V. In the particular 
embodiment of Figure 4, the values of bit positions 
(x) and (37-x) are transferred on the same wire. 
Thus, values in bit positions 0 and 37, 1 and 36, 2 
and 35,..., 18 and 19 are transferred (using two 
cycles) by wires 106A-106S, respectively. There- 
fore, the XOR of assignment vector 564 (corre- 
sponding to bit position 1) and assignment vector 
558 (corresponding to bit position 36) results in the 
special vector V, i.e. [000010] XOR [111101] = 
[111111]. Similarly, the XOR of assignment vector 
570 (corresponding to bit position 17) and assign- 
ment vector 572 (corresponding to bit position 20) 
results in the special vector V. i.e. [010010] XOR 
[101 101]=[1 1 1 1 1 1], and so on. 

[0032] It is noted that in other embodiments, other val- 
ues for the special vector V may be designated and 
other assignment vectors may be formed. In general, 
the characteristics and relationships associated with the 
special vector V and assignment vectors need only con- 
form to the attributes described above. 
[0033] In Figure 5, the check bits assignment table 
described previously is again illustrated. The check bits 
assignment table may be derived from the syndrome 
bits assignment table 500 by copying the assignment 
vectors 540 that correspond to data bit positions in 510 
into the assignment section 640 of the check bits 
assignment table 600. For example, column 652 in sec- 
tion 640 corresponds to the bit position 25 (which con- 
tains the value of data bit 19, or D[1 9]) is identical to the 
assignment vector 552 in Figure 4, and so on. 
[0034] Once the check bits assignment table and the 
syndrome bits assignment table are constructed, any 
suitable design or approach may be used to implement 
the system in software and/or hardware. This imple- 
mentation enables a system to detect and correct single 
bit errors and to detect paired double bit errors while 
transferring or storing data. For example, error correc- 
tion units 104 may encode the data with check bits and 
error correction unit 110 may decode the received data 
block and detect/correct single bit errors and detect 
paired double bit errors, or visa versa. 
[0035] Turning now to Figure 6, a block diagram of a 
memory system that is capable of detecting and correct- 
ing single bit errors and detecting paired double bit 
errors is shown. The memory system 700 can be any 
system that is used or configured to store data. For 
example, memory system 700 may be a system mem- 
ory in a computer system, a cache in a microprocessor 
or a computer system, or simply a data storage system 
capable of providing responses to read and write 
requests on the stored data. For simplicity, the memory 
system 700 is shown to include a storage element 710 
providing physical storage for the data, a memory con- 
troller 720 to control the flow of the data within the mem- 
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ory system 700 and between the memory system 700 
and external devices, and an error correction unit 770. It 
should be noted that other configurations of the memory 
system 700 are possible and the memory system 700 
should not be viewed to restrict other possible configu- 
rations of memories. The memory system 700 may be 
coupled to other components such as bus 750. Control- 
ler 720 controls the data flow in the memory system 700 
where data blocks are transferred through the error cor- 
rection unit 722 to the storage 710. The data stored in 
the storage 710 is also retrieved through the error cor- 
rection unit 722. The error correction unit 722 is config- 
ured in accordance with the forgoing description to 
detect paired double bit errors with respect to data 
blocks stored and retrieved from storage 710. 
[0036] Turning now to Figure 7, a block diagram of a 
computer system that is capable of detecting and cor- 
recting single bit errors and detecting paired double-bit 
errors is shown. Computer system 800 utilizes an error 
detection unit 822 in accordance with the foregoing 
description within memory 820. Instructions executed in 
processor 810 control data movements between proc- 
essor 810 and memory 820, and between peripheral 
devices 880 and 850 and memory 820. It should be 
noted that the number of buses, processors, and 
peripheral devices may vary within system 800. Error 
detection unit 822 may be included within memory 820 
or outside memory 820, such as in processor 810, bus 
830, in a cache, within a peripheral device, or within a 
combination of such elements of the system. Further- 
more, more than one error detection unit 822 may be 
employed at various locations within the computer sys- 
tem 800 or other elements where movements of data 
are needed. 

[0037] Thus, there has been described a system for 
detecting and correcting errors in a data block, wherein 
said data block includes a plurality of bits, and wherein 
said plurality of bits includes data bits and check bits, 
said system comprising: 

a transmitter configured to generate said check bits 
and to transfer said data block; 
a bus coupled to said transmitter, wherein said bus 
includes a plurality of data paths for conveying said 
data block, and wherein paired bits of said data 
block are conveyed on each of said plurality of data 
paths; and 

a receiver coupled to said bus, wherein said 
receiver is configured to receive said data block and 
to generate a syndrome vector, wherein said syn- 
drome vector includes a plurality of syndrome bits, 
and wherein said syndrome vector is used to detect 
and correct single bit errors and to detect paired 
double bits errors in said data block. 

[0038] There has also been described a system for 
detecting and correcting errors in a data block, wherein 
said data block includes a plurality of bits, wherein said 
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plurality of bits includes data bits and check bits, said 
system comprising: 

a memory subsystem including a plurality of stor- 
s age locations for storing said data block; 

a bus coupled to said memory subsystem, wherein 
said bus includes a plurality of data paths for con- 
veying said data block from said memory subsys- 
tem, and wherein paired bits of said data block are 
10 conveyed on each of said plurality of data paths; 
and 

a receiver coupled to said bus, wherein said 
receiver is configured to receive said data block and 
to generate a syndrome vector, wherein said syn- 
is drome vector includes a plurality of syndrome bits, 
and wherein said syndrome vector is used to detect 
and correct single bit errors and to detect paired 
double bits errors in said data block. 

20 [0039] There has further been described an apparatus 
for detecting and correcting errors in a data block, 
wherein said data block includes a plurality of bits 
including data bits and check bits, said apparatus com- 
prising: 

25 

a bus including a plurality of data paths for convey- 
ing said data block, wherein paired bits of said data 
block are conveyed on each of said plurality of data 
paths; and 

30 a receiver coupled to said bus, wherein said 
receiver is configured to receive said data block and 
to generate a syndrome vector, wherein said syn- 
drome vector includes a plurality of syndrome bits, 
and wherein said syndrome vector is used to detect 

35 and correct single bit errors and to detect paired 
double bits errors in said data block. 

[0040] While the present invention has been 
described with reference to particular embodiments, it 

40 will be understood that the embodiments are illustrative 
and that the invention scope is not so limited. Any varia- 
tions, modifications, additions and improvements to the 
embodiments described are possible. These variations, 
modifications, additions and improvements may fall 

45 within the scope of the invention. 

Claims 

1 . An apparatus for detecting and correcting errors in 
so a data block, wherein said data block includes a 
plurality of bits including data bits and check bits, 
said apparatus comprising: 

a bus including a plurality of data paths for con- 
55 veying said data block, wherein paired bits of 

said data block are conveyed on each of said 
plurality of data paths; and 
a receiver coupled to said bus, wherein said 
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receiver is configured to receive said data block 
and to generate a syndrome vector, wherein 
said syndrome vector includes a plurality of 
syndrome bits, and wherein said syndrome 
vector is used to detect and correct single bit 5 
errors and to detect paired double bits errors in 
said data block. 

2. A system comprising apparatus according to claim 

1 for detecting and correcting errors in a data block, 10 
wherein said data block includes a plurality of bits, 
and wherein said plurality of bits includes data bits 
and check bits, said system comprising a transmit- 
ter configured to generate said check bits and to 
transfer said data block, and said bus being cou- is 
pled to said transmitter 

3. A system comprising apparatus according to claim 
1 for detecting and correcting errors in a data block, 
wherein said data block includes a plurality of bits, 20 
wherein said plurality of bits includes data bits. and 
check bits, said system comprising a memory sub- 
system including a plurality of storage locations for 
storing said data block, and said bus being coupled 

to said memory subsystem. 25 

4. The system as recited in claim 2 or claim 3 wherein 
said a total number of said syndrome bits is equal to 
a total number of said check bits. 

30 

5. The system as recited in claim 4 wherein said total 
number of check bits is determined based on a total 
number of said data bits. 

6. The system as recited in any one of claims 2 to 5 35 
wherein if said syndrome vector includes all zero 
bits, said receiver accepts said data block without 
modification. 

7. The system as recited in any one of claims 2 to 6 40 
wherein if said syndrome vector is identical to a pre- 
determined special vector, said receiver either gen- 
erates an unrecoverable error message or requests 

a re-operation on said data block. 

45 

8. The system as recited in claim 7 wherein said pre- 
determined special vector includes a total number 
of bits that is equal to said total number of said 
check bits, and wherein said predetermined special 
vector includes at least two binary one bits. so 

9. The system as recited in claim 7 or claim 8 wherein 
if said syndrome vector includes bits other than all 
zero bits and is not identical to said predetermined 
special vector, said receiver is configured to use a ss 
value of said syndrome vector to identify a position 

of an erroneous bit in said data block and to invert 
said erroneous bit. 



10. The system as recited in any one of claims 7 to 9 
wherein an assignment vector for each bit of said 
plurality of bits is representative of which of said 
plurality of syndrome bits said each bit contributes 
to. 

11. The system as recited in claim 10 wherein if said 
syndrome vector equals said assignment vector 
corresponding to one of said plurality of bits, said 
receiver is configured to invert a value of said one of 
said plurality of bits. 

12. The system as recited in claim 11 wherein if said 
syndrome vector includes bits other than all zero 
bits, is not identical to said predetermined special 
vector, and is not identical an assignment vector 
corresponding to any of said plurality of bits, said 
receiver is configured either to generate an unre- 
coverable error message or to request a re-opera- 
tion on said data block. 

13. The system as recited in claim 12 wherein any of 
said assignment vectors that correspond to a check 
bit of said data block include only a single "1" bit at 
a position of a corresponding syndrome bit. 

14. The system as recited in claim 13 wherein any of 
said assignment vectors tat correspond to a data bit 
of said data block include at least two " 1 " bits. 

15. The system as recited in claim 14 wherein an exclu- 
sive -OR of assignment vectors corresponding to 
paired bits of said data block results in said prede- 
termined special vector. 

16. The system as recited in any one of claims 10 to 15 
wherein an exciusive-OR of assignment vectors 
corresponding to paired bits of said data block 
results in said predetermined special vector. 

17. The system as recited in claim 16 wherein said 
assignment vector corresponding to each of said 
plurality of bits of said data block is unique. 

18. The system as recited in claim 1 7 wherein said pre- 
determined special vector is different from said 
assignment vector corresponding to each of said 
plurality of bits of said data block. 

19. The apparatus as recited in claim 1 wherein: 

if said syndrome vector includes all zero bits, 
said receiver accepts said data block without 
modification, 

if said syndrome vector is identical to a prede- 
termined special vector, said receiver either 
generates an unrecoverable error message or 
requests a re-operation on said data block. 



8 



15 



EP 0 989 681 A2 



wherein said predetermined special vector 
includes a total number of bits that is equal to 
said total number of said check bits, and 
wherein said predetermined special vector 
includes at least two binary one bits, and 5 
if said syndrome vector includes bits other than 
all zero bits and is not identical to said prede- 
termined special vector, said receiver is config- 
ured to use a value of said syndrome vector to 
identify a position of an erroneous bit in said 10 
data block and to invert said erroneous bit. 

20. The apparatus as recited in claim 19 wherein an 
assignment vector for each bit of said plurality of 
bits is representative of which of said plurality of 15 
syndrome bits said each bit contributes to. 

21. The apparatus as recited in claim 20 wherein: 

if said syndrome vector equals said assign- 20 
ment vector corresponding to one of said plu- 
rality of bits, said receiver is configured to invert 
a value of said one of said plurality of bits, and 
if said syndrome vector includes bits other than 
all zero bits, is not identical to said predeter- 25 
mined special vector, and is not identical an 
assignment vector corresponding to any of said 
plurality of bits, said receiver is configured 
either to generate an unrecoverable error mes- 
sage or request a re-operation on said data 30 
block. 

22. The apparatus as recited in claim 21 wherein any of 
said assignment vectors that correspond to a check 

bit of said data block include only a single "1" bit at 35 
a position of a corresponding syndrome bit, and 
wherein any of said assignment vectors that corre- 
spond to a data bit of said data block include at 
least two "I" bits. 

40 

23. The apparatus as recited in any one of claims 20 to 
22 wherein an excIusive-OR of assignment vectors 
corresponding to paired bits of said data block 
results in said predetermined special vector. 

45 

24. The apparatus as recited in any one of claims 20 to 
22- wherein said assignment vector corresponding 
to each of said plurality of bits of said data block is 
unique, and wherein said predetermined special 
vector is different from said assignment vector cor- so 
responding to each of said plurality of bits of said 
data block. 



55 



THIS PAGE BLANK (uaro) 



EP 0 989 681 A2 




CD 



10 



i 



THIS PAGE BLANK (uspto) 



EP 0 989 681 A2 

















o 


CO CD 


Q co o 




*~ 






o 




CO 10 


Q CM Oft 








^» 


o 


o 


CO ^ 


O CM 00 




*~ 




o 






CO CO 


QCMN 








o 




o 


CO CM 


O CM CO 








o 


o 




CO 


Q CM u> 








o 


o 


o 


co o 


Q CM t 






o 








CM <3> 


Q CM CO 






o 






o 


CM to 


Q CM CM 






o 


*- 


o 




cm 


Q CM f- 






o 


*- 


o 


o 


CM CO 


O CM O 






o 


o 






cm m 


O o> 






o 


o 




o 


CM xf 


O i" AO 






o 


o 


o 




CM CO 


O x- 






o 


o 


o 


o 


CM CM 


Q t- co 




o 










CM t- 


Qi-io 




o 






X- 


o 


CM O 






o 






o 




a> 


O in 


o 


o 


o 




o 


o 


t- CO 


Q co 


o 










1- 




O t- CM 


o 




o 


o 




o 


t- CO 


Q <c- 


o 




o 


o 


o 




to 


^ o ^ 


o 


o 


o 


o 


o 


o 




Q i- o 


o 


o 










CO 


O o o> 


o 


o 




T- 




o 


CM 


O O CO 


o 


o 






o 






o o r*- 


o 


o 






o 


o 


v o 


O O CO 


o 


o 




o 






o a> 


O o to 


o 


o 


T» 


o 




o 


o co 


Q o xr 


o 


o 




o 


o 




o 


O co 


o 


o 


o 


o 


o 


o 


O CD 


O o co 


o 


o 


o 








o m 


O O CM 


o 


o 


o 








o xr 


O O 


o 


o 


o 




o 




O CO 


O CM 


o 


o 


o 


o 


o 


o 


O CM 


Q O O 


o 


o 


o 


o 






O t- 


o 


o 


o 


o 


o 


o 


o 


O O 


o o 


o 


o 


o 


o 


o 


o 


fid 


Contents: 


o 


o 


CO* 

o 


o 


o 


lolo 



CM 

g 



11 



t 



EP 0 989 681 A2 



CO N- 














o 


CO CO 


O CO o 










o 


^ 


co in 


Q CM oo 










o 


o 


CO Tf* 


Q CM 00 








o 






CO CO 


Q CM N 








o 




o 


CO CN 


Q CM CO 








o 


o 




CO 


O CM CO 








o 


o 


o 


co o 


Q CM ^ 






o 


«r- 






CM O 


O CM CO 






o 






o 


CM 00 


Q CM CM 






o 




o 




CM fN. 


OCMr- 






o 




o 


o 


CM <D 


Q CM o 






o 


o 






CM lO 


Q t- o> 






o 


o 




o 


CM 


O ^ oo 






o 


o 


o 




CM CO 


Q t- 






o 


o 


o 


o 


CM CM 


Qr-CD 




o 










CM t- 


a y- tn 




o 




T- 




o 


CM O 


Q T- ^- 




o 






o 






O io 




o 


o 


o 


o 


o 


00 


Q <r- CO 


O 














Qi-CM 


O 


^ 1 


o 


o 




o 


v CD 


Q <r- <t- 


o 




o 


o 


o 




m 




o 




o 


o 


o 


o 




Q ^ O 


o 


O 










CO 


O O OO 


o 


o 




^ 


^_ 


o 


CM 


Q o co 


o 


o 






o 






Q o 


o 


o 






o 


o 


o 


O o CO 


o 


o 




o 






o o> 


O o u> 








o 




o 


o oo 


Q o 


o 


o 




o 


o 




O f>» 


O co 




o 




o 


o 


o 


O CO 


Q o co 


o 


o 


o 


• 






o to 


Q O CM 


o 


o 


o 






o 


o «<r 


Q o 


o 


o 


o 




o 




O CO 


O CM 


o 


o 


o 




o 


o 


O CM 


Q O O 


o 


o 


o 


o 






O T" 


O T- 


o 


o 


o 


o 




o 


o o 


O O 


o 


o 


o 


o 


o 






l tents* 

1101 1 lw. 














cri 


S 

o 


S5 ' 


2 ' 

CO i 


r> 
CO 


Fm 

CO 1 


t— 

CO 


3* 

CO 



12 



THIS PAGE BLANK lusno) 



EP 0 989 681 A2 



CO 




Q <o t- 


CO <D 




O co o 


co in 




O CM OE> 


co 




Q CM GO 


CO CO 




QMS 


CO CM 




O CM CO 


CO T- 




Q cm m 


co o 




Q CM ^ 


cm a> 




Q CM CO 


CM CO 




Q CM CM 


CM 




Q CM i- 


CM CO 




Q CM o 


CM ID 




O a> 


CM 




Q t» co 


CM CO 




O 


CM CM 




Q <*- CO 


CM t- 




Q f- m 


CM O 




O 


«*- a> 




<J in 


t- CO 




Q ^ co 






Q f CM 


t- CD 




Q <«- 


m 










Q t- o 


t- CO 




Q o o> 


CM 




Q O GO 






Q o 


T~ O 




Q o co 


o a> 




O o m 


o oo 




Q o 


o 




O CO 


O CO 




O o co 


o m 




Q O CM 


o «r 




O o 


O CO 




a cm 


O CM 




Q o o 


O 




a 


o o 




O o 






tents: 


DO 




Conl 


/ 


/ 


O 

to 


o 

CM 

to 



CO 

to 
m 



CM 

8 



tn 



o 
o 
o 



i=]E=i 



f- o o o 



CM 

8 





2. 


CO 




CO 


CO 


*■ ■< 
CO 


CO 



CO 



CO 



o 

CO 

m 



13 



EP 0 989 681 A2 



CO N» 




^\ «n 
UJ vj ^™ 


CO CD 




UJ CO Cw 


v*/ ** J 




Q CM O) 






O CM 00 


CO CO 




O M N 


CO CM 




O CM CD 


CO 




O CM LO 


CO o 




Q CM ^ 


CM OE> 




Q CM CO 


CM CO 




O CM CM 


cm r*— 




Q csj r- 


CM CD 




O CM O 


CM *Q 




O t- o> 


CM xj- 




Q t- oo 


CM CO 




Q 


CM CM 




O ««- co 


CM t- 




Q v in 


CM O 




Q i- 


^— <j> 




O to 


CO 




Q ^ co 






Q M 


CD 




Q i- -r- 








^* 




Q ^ o 


CO 




UOO) 


CM 




O O 00 






Q O N- 


o 




Q O CD 


o o 




O o in 


O CO 




O o Tf 


o 




O co 


O CD 




Q o co 


o m 




O O CM 


o xj- 




bo- 


O CO 




O CM 


O CM 




O o o 


O i- 




O T- 


o o 




O o 






tents: 


da 




Conl 


/ 


/ 


o 

CD 


o 

CM 
CD 



CM 

m 

CD 













o 










o 












o 


o 








o 








*~ 




o 




o 








o 


o 


*~ 




*~ 




o 


o 


o 




**" 


o 






*~ 


*~ 




o 






o 






o 




o 




^" 




o 




o 


o 


T- 




o 


o 




*~ 












T— 




o 


o 


o 


*~ 


*~ 




o 


o 


o 


o 




o 












o 








o 




o 






o 




o 


o 


o 


o 


o 


o 


o 


*~ 










o 


*~ 


o 


o 




o 


o 




o 


o 


o 


*~ 


o 


o 


o 


o 


o 


o 


o 


o 








*~ 


o 


o 








o 


o 


o 






o 




o 


o 






o 


o 


o 


o 




o 






o 


o 




o 




o 


o 


o 




o 


o 




o 


o 


o 


o 


o 


o 


o 


o 


o 








o 


o 


o 






o 


o 


o 


o 




o 




o 


o 


o 


o 


o 


o 


o 


o 


o 


o 






o 


o 


o 


o 


o 


o 


o 


o 


o 


o 


o 


o 




o 


o 


CO* 

o 


CM* 

o 


o 


o* 

o 



o 
o 

CD 



s 



to 



co 

CD 



14 



r 

; 
i 



TfflS PAGE BLANK mm 



EP 0 989 681 A2 



STORAGE 
710 



ERROR DETECTION UNIT 
722 



CONTROLLER 
720 



ERROR 



MEMORY 700 



BUS 
750 



FIG. 6 



EP 0 989 681 A2 



PROCESSOR 
810 



PERIPHERAL 
DEVICE A 
880 



ERROR DETECTION UNIT 
S2Z 



MEMORY 
820 




PERIPHERAL 
DEVICE B 
850 



-800 



FIG. 7 



16 



THIS 



